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Explain the need for many different control
functions to work together.
Explain how the roles of Chief Information
Security Officers, Chief Privacy Officers, Inhouse counsel and compliance officers
intersect.
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Corporate Structure



Incident Response



Requirements, Regulation and Compliance



Q&A
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Purpose: Data governance programs are becoming increasingly complex. In
today’s corporate environment, data governance responsibilities stretch
across multiple corporate functions. The purpose of this session is to provide
an exchange of ideas and experiences on the way that corporate
functions/roles (Infosec/IT, Legal, Compliance, Privacy) intersect to achieve a
working data governance program.
Presentation Format: Panel and Q&A
◦ Consisting of: One moderator, at least 2 Chief Information Security
Officers, One In-house counsel and one privacy specialist.
◦ Q&A will be briefly held after each topic to encourage discussion w/
audience
Moderator will present Purpose and Introduce Panel.
Each Panelist will briefly introduce themselves, their role and what their
function is responsible for.

**Note we ask panelists only discuss what they are comfortable discussing
given their ongoing confidentiality obligations.
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Panelists will discuss: what functions exist/organized in their
organization.

◦ For example: Does Company 1 have a Privacy Function? If so, is that Function part of
Infosec, Compliance, Legal or standalone?
◦ Does Company 2 have a dedicated data protection and privacy attorney or is this a
general item that is handled across attorneys
◦ Does Company 3 have a compliance department that has a dedicated data protection
and privacy component?
◦ Does Company 4, a regulated company subject to Federal Rules, segregate
Compliance for Reg-SP/GLBA /HIPPA from GDPR/CCPA.



Panelists will discuss: how does each Company handle data
governance requirements and standards? Is there a Global team that
centrally manage or do local teams handle the issues?

**Note we ask panelists only discuss what they are comfortable
discussing given their ongoing confidentiality obligations.
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Panelists will discuss how they interact with each other for day to
day events or incidents.

◦ An employee has been phished… who gets involved?
◦ An employee emails a 500 person client contact list to the external vendor, who gets
involved?



Panelists will discuss their roles in a major security breach, how they
work together and how they make decisions together.
◦ For example: When do you bring in legal? Privacy/Compliance? How do you
determine when you have to report? Who does it? Who makes that call to the board?
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Panelists will discuss how they tackle regulatory changes and how
their role fits into getting into compliance with data security and
privacy regulations.

◦ For example: What was each panelists role as part of CCPA or NYDFS compliance?
What was the responsibility of each function? Who drafted the policies and
procedures? Conflicts?



Panelists will discuss how they design requirements for their
products and corporate functions to comply with policies and
governance standards?

◦ For example: How do the functions help products and corporate functions (HR/Sales)
develop requirements / workflow to comply/meet with implemented
policies/procedures/standards?
◦ Privacy/Infosec training, who does it—is it legal, privacy or infosec?
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